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Cisco dCloud
Stealthwatch 6.8 (3 1.1 hix) — J51#EIB
RIGEHHEM: 2017F2H 13 H
X T ER
“Stealthwatch 6.8 (58 1.1 i) FEHIBE! ” JERIEEEEUTAS:
£
EZEAN
DNWEii:?]
Tk AN 2R
Bz 1: WebUl
%% 2: Swing B
7% 3: WEFNHEEGE
= 4: BUITREE
% 5: ERXHE
R 6: HIANREESH
B 7: HEES
= 8: IIURILEH
£ 9: ®HIEEFR TrustSec LHIER
H® 10: BERHGPES
B 11: FERIEER
R 12: FEBEAE N
= 13: EHEITEIR
PSR A: IS EIR
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Cisco dCloud

KT ARG =

27 StealthWatch @I EH S TMERIRE, ATHNEREEEOTRERNEREF, DERAEREXR. THRNEHONLE, WRE
HERE2zH. Stealthwatch 7345k B BRFAEMENEAEHR . L. B AIRFREAE M E I Z R TARE NetFlow i, LUig
MERKAREEY, MARBEERNTERYE. BELEE. EBFNEHSMEFREBMMEMNE.

EAXHREHL. ERMERHHXRAEMRES, Stealthwatch B SHMLAE (FHEMMLF) HRERNERITANE. B8RS
BARSSIE (ISE) RARERABERES WMAFRSH. BPRES . REXBFKT) 47 Stealthwatch T NetFlow HIBEANT
ARNESE. FR, Stealthwatch FER} ISE T AN ZE S IPRE—IMERAF. REGFSNMERELIENEN, EREOH
IMEERS AR AT, S A RRAN I AN AR BB = ERE .

SRR B I ERE SRR Stealthwatch BRRTS REVAE. ERREREMM IR SERTEREMBENFRARS RHITRE.
Stealthwatch G#E& FHUCFATIEEMER S . BDERERSY BLEE
e StealthWatch EI2#zHl&
o MBS
ARG IAARBA FILEERFHHENEENEN X, EBEUATAS:
o MEBERH
e UDP Director
o TEMW
o RIBEM
BRI AN
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Cisco dCloud

1. G—0E

h—
% & IR 1

KRR

wREsG

.\ : )]
e —>
> 10

@ QDD \ P

HROEH EGRER Bty
EHURH \Sonere L L

KERES 13 M ETE.
#% 1 E 6 B1F Stealthwatch =&, Web #ZO LK Swing B iHRHE:
o MEE I (WebUl) AT AREMERZERS/MERIRE, MUERRAZERSSEHMN LT

o BRETIEFIE (Swing BFiR) E—MELAEFNESE U, TRTERREMRE. SRAZE. RESHM
BURTTALL .

Lok, XLEIHREENTLE Stealthwatch G IEFEHLFNREE LUEIT 4.

£ 7 % 13 #izE% Stealthwatch A%t FEE AR 4 AT 55 B 2R E A RGIM BRI —RIER). TS BEEEMME
S th & R ERMEY

EBMAIRERN, B2USHENEXHE. FELRE, REERAFHIREERLER. EXEEREN, BaEIXE

]ﬂﬁ&o

2K

F1 EX
B Ak
o —ARATREEEFHITEN o FEM

o #3%%| dCloud &

JEE: Stealthwatch Swing ZFPif2—5k Java MAREF. EFIHAEMEIREPET, Bk, TSEE “EMEIERETER
Java” WIR &[0,
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Cisco dCloud

i

B2 i

'::Il's.élc;. dCloud Dashboard Catalog Support News O o

dCloud has a brand new design! will be available until the end of Septemnber.

© Back

Cisco Stealth
WANO01-172.16.16.3

ASA-172.16.16.2 .

CORE-172.16.16.1

—
v
Workstation
1
— L\ )| N |
FS-198.18.133.138 &= W\ TR =
¢ . . [N 11 .
;eif:: \\ “ Stealthwatch
» ‘ upp
\ — —, Director
— —
= =
w Flow -
Collector Management
Console

®2. WHEMER

EIREHA Stealthwatch R 75 SRR REIBITHI & W

MEWER Y= (NetFlow 1 IPFIX AR EA R ERENL , MIBRBEHIGEEE »&
TFARBEIRES .

e EEE ETOEEMERENBIECHFZVNERE. BT SPAN iIfORMEHREE | Ak
BEEMLE.

UDP Director UDP ZEIErh4k3g, #RIEEE, UDP Director AT EIFHEBIEESMREW Ak
SEEITMSTAM.

TEE R £ dCloud ¥F4E {5 F B9EHU NetFlow &

© 2017 BRFVFEMBAR. WA, KXEFEAZTABRLTFER. 4



Cisco dCloud

NREIE

BN
Cisco dCloud 32ZUZIWERRBEASIERITACHE P RIES, REBRIVAVAET . ZHEEEREENAETNEN,
BEAEERE, ALERE—MISE, LUSMEEEIRRIGEE.
WMBHEEN TR EREXEE.

BUFENFE N ERANTRESE IS, TRTHITHER.
e ML& RIS 2R @A URL:

https://dcloud.cisco.com/

B 3. dCloud &%

At dCloud -

Come Experience Cisco

c\*

Evnarinnman Micrn \ Ay ACALAD Eacvi tn Ant otartad

WMREHRER, HMNER CEC FiE, REREER.

© 2017 BRAKEMBLAT. WG, AXEREARABNATER. #50, #61


https://dcloud.cisco.com/

Cisco dCloud

4. CECBRRE

Log In

«

Language: English

Log into an Existing Account Create A New Account

There are various levels of access depending on your
User Name: relationship with Cisco. Review the benefits of registration and
find the level that is most appropriate for you.

Password
Register Now

Forgot your user ID and/or password?

Contacts | + Feedback | Help | Site Map | Terms & Conditions | Privacy Statement | Cookie Policy | Trademarks

UTRFSHRFATH:

E5  dCloud ML - ERAR

alf bl il
cll 5 clo d C|OU d Dashboard Catalog Support News o
|
My sessions
FEsEliE You have no scheduled sessions
History Ask someone to share a session with you or
Routers

Connection tests

SHBEHRASR (find content) %41, BINZRE:

© 2017 BRFVFEMBAR. WA, KXEFEAZTABRLTFER. g6, el
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Cisco dCloud

%] 6. dCloud #ZBEF

'.':Ills'élt;' dCloud Dashboard Catalog Support News o

Content Producers C 8 t a | Og

I

L] dCloud Sort By Published Date - Search Catalog Q
[] DevNet
[] Proposal Expert Services 833 results
Content Categories ~
Cisco SP Base Service - Proposal Template for Cisco Sales
[ Demonstration ID: 1431 Published Date: 09-Nov-2016 19:00 Proposal  Services  Support  English
[1 Proposal Sernvice Proposal Templates

The Cisco SP Base Service - Proposal Template for Gisco Sales includes an executive summary, solution description,
Solutions benefits, case studies, applicable market research and competitive differentiators.

# Favorite 2 Copy Link -

I

[T Analytics & Automation

[[1 Application Centric
Infrastructure Cisco SP Base Service - Specification Template for Cisco Sales

EHEBR (Search Catalog) #EFHMIAN “BHR Stealthwatch 6.8” , RLGMEIERUTRES:

B 7. dCloud #Z& 2% Stealthwatch 6.8 (5 2 k)

.Iclllslélf.;- dCloud Dashboard Catalog Support News Admin o o
dCloud Sort By  Published Date - Cisco Stealthwatch 6.8 v1.1 Q

LR g a 2 results in: dCloud ° " Cisco Stealthwatch 6.8 v1.1" e

[ Demonstration

Ci

althwatch 6.8 v1.1
Solutions
ID: 134466 Published Date: 10-Feb-2017 16:31

Languages Demonstrate how Cisco Stealthwatch (Security) along with Cisco routers and switches transform the network into a sensor to detect sophisticated
cyber-attacks anywhere on the network. It is recommended to start this demo 24 hours in advance.

Access Level + Favorite

© 2017 BRFVFEMBAR. WA, KXEFEAZTABRLTFER. g7, el
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Cisco dCloud
|

7£ dCloud R HEHSIE.

EEZZER dCloud £1F, EAEAY CCO ID B FZ dCloud, AREMOREFEEFIEMR (Dashboard) > FREIEIE (My sessions) &
ERHMAE. EFFMER (Details), HETERNERENSIEFMER. DEFEALKER, BiI—1 AnyConnect E#, —B
EEL, FRAAMITEN LM RDP ZFIRERES WKST1 iTE# (198.18.133.36).

I E IEREI B TRITIH R TIFuh.

2 ¥
¢ P F0 =5 A5
TREESETHLIETAEE RPN ATRIFREE.
#£3. HBHFAEAER

wkst1\VEE 5 Clscol12345 T 1 198.18.133.36

admin Clsco12345 EIRisH S 198.18.133.136
admin Clsco12345 mEWER 198.18.133.137
admin Clsc012345 MEL RS 198.18.133.138
admin Clsco12345 UDP Director 198.18.133.139

© 2017 BRAKEMBLAT. WG, AXEREARABNATER. #8m, #$61M



Cisco dCloud

s 1 WebUI

7R850

R IEEEERIZIME, T—H 2158 Stealthwatch EIRISHI & (SMC) B9#EO .
b7 E =g =P 7

T & Stealthwatch WebUl {=#IER PRI EMATAITA.

R

N

1. EREHMERERE, BT HTTPS E#E| Stealthwatch EIRZH| & (SMC).
e |Pihiik: 198.18.133.136
e FPFPA: admin, ZFRY: Clscol2345
2. WMRFRGER “EBER" TH, B2RHAFMEFENML .
3. AR LTI EIEE RE G Stealthwatch EIRIEHIE
4. HEERRE, RHEHEER SMC B WebUl I=HIER. FEFTEMPERENUTEXNEFENER:

Alarming Hosts

Concern Index Target Index Recon C&C Exploitation DDoS Source
0 active 0 16 4 0 0
12 total 0 17 5 0 0
DDoS Target Data Hoarding Exfiltration Folicy Vialation Anomaly
0 (| 0 0
1 5 2 0 0
Bo  EZREN

5. FEIER, REEXH (Alarming Hosts) RRUETANER (MATEALZENEM) #E, URSEEARBINAERKE.

© 2017 BRAKEMBLAT. WG, AXEREARABNATER. #BOm, #61W



Cisco dCloud

REHF, BETHEXERIEENFAES:

a)
b)
c)
d)
e)
f)

9)
h)

i)

XiE1B¥ (Concern Index) — AIRE R BERHHFEITANLCEER.
HRYEE (Data Hoarding) — MUMEIHY . R EBRIKEHIRVA F/EMN
Shittt (Exfiltration) — JF %48 & 1% B W 48 SN EREY A F/EHL

ElSest 3 i EH TR R B R R E

WSFEH] (C&C) — EMEFNBINEF WEEEERN

DDoS i (DDoS Source) — AEPEHFTHEH K DDoS &R ER
DDoS H#x (DDoS Target) — MEBEHLAIAEH DDoS JE=NFI AR ER
SREEIEM (Policy Violation) — i Stealthwatch RGEIE R E X AR B E X E 5L AER

5% (Anomaly) — E & NEINEEITA.

BRABSAER (Alarms by Type): T E—FRNEREBHEHE RBRXMERAEBESL) . BAUULKERROE

FEZFERESIREXRR, EEZAELNERIEMES. EALEHIES LAWE:SL, BERGHENRE, WETF
e

A 10.

Alarms by Type

BAR G RER

Alarms by Type

2 G
0k
0415

Host Lock Violation

ICMP Flood

I Mail Rejects

04{16

1,400

249 . 220
0o o Ll
[—— -
04{17
04/18

04/19 04/21

M SYN Flood
High VYolume Email
M High Target Index

Max Flows Initiated

I High Total Traffic

I SYNs Received
New Flows Initiated
High File Sharing Index

M High Traffic

Worm Activity

High Concern Index

13V

© 2017 BRFVFEMBAR. WA, KXEFEAZTABRLTFER.
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Cisco dCloud

7. HXER (Today’s Alarms): IHEERELURELLKENAAEREN. BAUSHERTHIEERLE, EFY

REXEROFR. BUURTIES LANEK, BERTHENFES, UETREBE.

B 11 ZHRER

Today's Alarms

Today's Alarms

Data Hoarding: 6 3\ Host Lock Violation: |

\ e
get Index: 4 [ — High Volum
econ: 19~ / High To
od: 9 4 Wornm

\ Hig
25

Bot Infected Host - Successful C&C Activity
! Today's Alarms: 26

T - Worm Pro|

C Activity: 26

8. IR (Top Applications) : LB EERESHME MR BENFEHRELE,

E12. #IEA

Top Applications

Top Applications

P {unclassified): 1.12%
t.com: 1.57% NetFlow {sFI
‘ed): 2%

2.01%
34% k

1%

Unde
HTTPS {1

Microsoft.com: 4

9. REUWEHEZE (Flow Collection Trend) : LLEIRERIER NetFlow SEFIFEIT & 48 /NETHRIER .

© 2017 BRF/SEMBAR. MIFE. AXEFEATABRAFER.

#I11MH,

N
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Cisco dCloud

A 13.

mULERHES

Flow Collection Trend =il

© 2017 BRFVFEMBAR. WA, KXEFEAZTABRLTFER.

Flow Collection Trend

fenf-04

10. WebUl ZMBZFETAIMEZRN T BEVHEMBER. SHSTEZAN [+], SEIA—NTRIIR, ERAIHGEFNIET.
1) U&= (Monitor) TARIAZR:
i.  E#L (Host) — WME R REHIMLE T B REIBIEH AR X ER.
i.  FPR (User) — ILIER REMMLE DA AN RN ENAREXHER.
2) 9t (Analyze) THRINA:
i. REEF (Flow Query) — B ORERE, LUEREIEIT Stealthwatch IS RY NetFlow iR EEHIZERIH

1TEIM,

i. TRFEHEE (Saved Queries) — BIRTFHIREIERYIE, AIH StealthWatch HAENX, FLUIRE
THEEENSH.

i. BRENSER (Saved Results) — HEBiDREREREOTREAN, RETTEEREAERELR
®E.

iv.  EHEE (Host Search) — BHENHRFR, UEREREEHEXWNBHENNES, HhaE
EML L ERMERE—RMBZEARAEE, RE5RKEENEMEMER, MEHBERZH

HHFREZ.
v.  KRRIE (Copyright Infringement) — S —MEHIR, LUEAFIRIBIBAEME EAIEEEE L £
EIREMIURICE 4

3) IfE(Jobs) TAHMARE (MREARFHSEAKAES, NLLTHASEREIIET) -
i. I{EEIE (Job Management) — 7&£ SMC TR E REMEEH#ITHREZ AR,
4) 7EBCE (Configure) THHAS:

i &5y (Network Classification) — iZIEIUE 15 513 E MBS ML EN B P FRR AN
REEHIEM .

$ 1270, #6111



Cisco dCloud
|

i. BIR (Applications) — {&Bhi%IR, Stealthwatch EIERATLARIEAEMKPAMERNBUEEEENX
MAENX.

i.  BEMREHMH (Custom Security Events) — it “BEXREEH" BRE, WEEREAFPEX
B, ESCBIARER X HIE B EXER.

iv.  IMBEIRACE (External Lookup Configuration) — B2 E Stealthwatch SMEREHIhEE, EBNZINEE,
ERAIAEIBIMNBIZREFIRS, LORBESEXENMEMS ET.

5) #Z (Deploy) THHAERIEEFERNREESKS,, SNEFSERXLIES):

i. FBPCISEBE (Cisco® ISE Configuration) — AT LUBT 2T ABR ISE EEMAREERE,
X#¥ Stealthwatch BEBREUA FMIERER, HIFZETORMEINERBIHMLEEH+.

ii.  Active Directory — @A LUBTIZEE B Stealthwatch, 5#8J Active Directory RS 251B(E, X
¥ Stealthwatch BEBREVA FER, HZ LT ICRMUER ML S+,

11. A ABERTE S WebUl ISHIEREITNEE . FATBEZETREFHR S, RITIZERNIFSINEE.
12. eRkfE, SHAZMESIE#R (Dashboard) IREIE] ¥EHIE#R (Dashboard) 5.

1. RAPEEMLEENESEREEEEDINAHERRMAA?
2. “REEAH” (Alarming Hosts) T75 &5 LM TE AR FEINER S D ?

© 2017 BRFVFEMBAR. WA, KXEFEAZTABRLTFER. 137, #6111



Cisco dCloud

Swing & Fif

7= 2
7R850
HEEMEAN R EMISENTEERME. MEE NetFlow. ISE 1 NBAR IfRERIEE FHEEUX

StealthWatch EIBTHI & (SMC) 124
HE— PN RE .

ZE A A

KHMBREERE

b7/ h—g =P 70
T fi# Stealthwatch Swing & FimRI# BB T I .

B Stealthwatch BR8] & Swing ZFif.

T
1. NEEMTIEs, =3 WebUl LEIBSRI SMC (Launch SMC) #2411,
B 14. RBshsMC
SS or | IS Q

« LaunchSMC ~ e~

BREMReERIFGE. ZRRA/SEUHA AR Java EFIEK.

2.
3. HERLSERIBRET, 1EH admin/Clscol12345 & &%,
4., HERMBETSHMIEIERE, %553 Stealthwatch Swing & g4,

F14T, #617W

© 2017 BRFVFEMB AR . WA, RXEAEARTABRLTFESR
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Cisco dCloud

15. Stealthwatch Swing & P

L | SealthWatch Mansg onsole (admin - 198.16.133.136) -5l x|
File Edit View Top Satus Security Hosts Trffic Reports Flows Configuration Help

1 7] Network Visibility Report X
G- G SMC
(3 gy UDP Drrectors
(= ¥ dCloud _
£} 3 Host Groups Network Map | 4 Network Summary | 8 Alert Data | | | Host Audit
- % Irside Hosts
% @ Outside Hosts Inkernet World Map [right-click relationship or group for detafed repart cotions]
+- @, ., Bogon
- &, £, Command & Control Servers
@, OperdNs
w @ L Tor
[+ G Network Devices
S ;ﬁ Maps

[} {3 FlowColectors

[ (. Identity Services
(= (& External Devices
P CD5-133-134

North America

N

South Ameriqq;i

411k bps 3
s5Mbps | Australia -

Vall
| 168/bps Other
2~ \ ‘ / . -
ST Mt
Corporate Netw

[ I
5. Swing & ORI AN SATE SRR E S RBERAEWR (Enterprise Tree). 1ZH BRI AL,
a. | “fl” (Enterprise Tree) RV FFSEIA T #2 dCloud BRI N . K ETE:
i. EHE (Host Groups) — A% IP HilbkANiB154A.

i. PIEIEE (Network Devices) — BE SR, PHAEFRRGRENMEIZE. MRSHIZAAIE
s HARRPE LR &, 2R R ERR.

i. REE Maps) — BEXRRE. ZENEARTSERMEREZ BREMAEE.
iv. REYEESE (Flow Collectors) — B &SI XERITE Stealthwatch REWERR.

v. B4R (Identity Services) — BI&IRASEHMAXHKNAAE2MRE, HIMEHR ISE. TR ISE &
EFETEEA, AXHFREKRT.

vi. SMEBR# (External Devices) — 8 & SigitExBRIBR B NERILE, 10 Snort iK% & .

AR NERESENAERRNZME THMASXMNESEREH. Flan, R “Inside Hosts” (HEBEH) 4% (LF
“Host Groups” (FE#HH) T) THHFFESZ&HABE, N “Inside Hosts” (HAEEH) RAERER. XA/EAURE
femes, BRNZOREERREHMANEFTER.

A



Cisco dCloud

16. mEMHR7

[ rman | smme |

mE & ae
EX el #e
NE #E
B & piy]
B & EEe
ERIGE & L]

6. ERAHEIEAETA “Host Groups” (FE#LH) . “ZE#H2H” (Host Groups) 2 IP #ilitiZ%84H. “Host Groups”
(EWR) A BELEN, WO AMAKEER- NERFIIMEE. “Host Groups” (FEHA) BREMITREERNSD.
& ENFENERTIT R, HE5ZENEETHEITHER.

a. SFHEHLE (Host Groups) #RER FHIME.
b. =EHEREEEH (Inside Hosts) FFdEBEHL (Outside Hosts) A MM S EIAI EE X L FHABEL TR .

c. BUINBERT, “Inside Hosts” (AEBEH) KB EEA Catch All GEREER) WHR, HPASWHN
TEHFEMENAK IP SEE. TEEGE. BahsMikg “Catch All” (XL ) SciEk. BAIKE “WHkde
EB” (Catch All) EHABMAEXERMEZXHRE IPSEE.

AR BURRGEREET SMC BRREZEOFHELTEL, ERZAENHERESR.

d RBIFWEF “FHA” (Host Groups) > “EHLAER” (Inside Hosts) > “MtZET” (Business Units) > “T
#2” (Engineering).

e. A#EST “IIE” (Engineering) 4B, ABWRIEE “BLE” (Configuration) > “FHLAEM” (Host Group
Properties).

AR MRAGRAEERRATEREE, BHEAMAPE: admin ME: Clscol2345! BERUGLEHRIE.

f. “4riBEAHA” (Edit Host Group) B OFTHHER IP Hbik#E & X MESEERBIEN .
g. A “XH” (Close) jREE SMC RHE-.

7. AR EILIRERISHIERANCEMNERFR R E. SMC BERFEHER, b, RERBUUSHEERERE SMC
GUI dhjd]. FEESAE AL R E AT BRI,

a SEICHL BRI, MBHIETE.
b. FARREEITFMXEY, FEXESR RS a5,

© 2017 BRFVFEMBAR. WA, KXEFEAZTABRLTFER. 1671, 61T



Cisco dCloud

8. BAERT, W& “dCloud” , MZEMMESIERG R REXHEEOS.

B 17. MEEMZHIER

ﬂcyber'ﬂ.euts x

¥ Fiter @ Domain : dCloud

Reputation 4 Reconnaissance g Dataloss g8 Malware g4 Botnet

Suspicious Internal Hosts - Today - 24 records summarized into 24 records

Cl% w4 Alerts

Targets of Attack - Today

workstation-115. i
(10.201.3.115)

Catch Al ] 10.10.101.24 77 Ping, TCP_Scan

Catch All workstation-083 557 [ | Ping_Oversized_Packet, TCP_Scan
(10.201.3.83)

Catch Al workstation-0S0 157% Spoof, TCP_Scan
(10.201.3.50)

Catch Al workstation-149 86% [IIL]| Port_Scan, Spoof, TCP_Scan
{10.201.3.149)

Catch Al ‘ 10.110,10.254 [ 76% E:][ TCP_Scan

Catch All 10.150.1.200 71% [ ] Port_Scan, TCP_Scan

Catch Al ‘ T 10.50.10.254 l T % :}l i TCP_Scan

Catch Al 10.20.10.254 68% [ TCP_Scan

Ping, Ping_Oversized_Packet,

Port_Scan, Rejects, Spoof,

15 Possile Victims - Today - 13 records summarized into 13 records 5 158 2
Country * Host < Cl% vi Alerts 3 Touched Host Groups < Touched Host B High CI Country High CI Host :
S 199.204.23.227 5o QNN Port_Scan,Rejects, |~ New York, DNS Servers 10.10.30.15 ] 10.10.101.24 -
United States | TCP_Scan, TCP_Stealth RFC 1918
= €9.160.42.248 s1% | _Port_Scan, Rejects, End User Devices, Domain 10.10.30.16 ] 10.10.101.24
United States TCP_Scan, TCP_Stealth Controllers, New York, DNS kFChlng
= ’ 82.221.99.229 116o [ Rejects, Spoof, TCP_Scan Servers
Toelord | ] Atlanta tungsten-srv-072 [E] 149
= 122.200,77.74 %% Rejects, TCP_Scan (10.201.0.72) RFC 1918 (10.201.3.149)
China
10.201.3.114 ] workstation-083
a 115.230.127.112 95% [ Rejects, TCP_Scan e (10.201.3.83)
s |
o 125.64.12.200 95% Rejects, TCP_Scan 18.20.100254 - s
China RFC 1918 (10.201.3.83)
[~ ] 118.244.136.107 95% ]| Rejects, TCP_Scan 10.201.3.83 & workstation-0S0
China RFC 1918 (10.201.3.50)
™ | | 58.221.60.166 92% Rejects, TCP_Scan |
= * - el o025 E wgonsn ||

Last refreshed: Nov 21, 2016 1:22:13PM

9. MLREHMEHIER S ERERAT LI :
a. {&% (Reputation) — BXRAIEERINPENHERES.
b. {% (Reconnaissance) — iRMMLE, LIATHFBEXHEHHIBEE M.

c. HUIREK (Dataloss) — BEELHSHMEHBERYRERSFEALESE.

d. BEKH Malware) — AENMABMEHHNEN LEBEERG, WERENRER. HRBEXUEZBTAR

S 0) =T

e. [EFM% (Botnet) — WEHHEFMMLEAZIRE EHEIRHSHMITFIERE.

10. HiTHIEARIR LS L aBERMEH S RIE.

a. =R tARFR) deloud 8.

b.  MEEEIEA, fORIEEICH(File) > 3TH (Open), AFMEZICHY (Shared Documents) IR EFH ISR
(Domain Dashboard). $FuwiksFIHRBAFFHE (List All Public).

c. BEiFTH (Open) BRIEFFEHIER (Domain Dashboard). %4 ERM&EEE (Network Map) IR+

© 2017 BRFVFEMBAR. WA, KXEFEAZTABRLTFER.
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Cisco dCloud

i 1 Shared Documents [ %]
| Name 2 [Document T... 4 [ Last Modfied v | PublcDocu... & | Owner 2 |
DOOS Dashboard Mar 30, 2016 v admnin 1=
| S:04:28 PM |
| Insider Threats Mar 30, 2016 v adwn
| 5:03:58 PM
| Corporate Corporate Mar 30, 2016 v admin
Network Network 3:57:59 PM
Overview Overview
Cyber Theeats | Cyber Threats | Mar 30, 2016 v admn
3:57:59PM
Daily Report Dadly Report Mar 30, 2016 v adnin
= (odo) i LI Codey) = 1 SiSToREM
Dady Report Dady Report Mar 30, 2016 v adnn
(Yesterday) (Yesterday) 3:57:59PM
DDoS Alarm DDosS Alarm Mar 30, 2016 v admn
Dashboard Dashboard 3:57:59 PM
DOoS Traffic DOoS Traffic Mar 30, 2016 v admin
| Dashboard
| Domain
i Dashboard d 3
Internet Traffic | Internet Traffic | Mar 30, 2016 v admin
Qverview Overview 3:57:59PM —d
Security and Security and Mar 30, 2016 v adin
Traffic Overview | Traffic Overview | 3:57:59PM ‘:]
¥ List All Public

ST e T

d. EIFEE (Summary) &I,

FEE: % “WE” (Summary) EIRF ER “SEXFRIBEN" (High Concern Inside Hosts) /X B AFERTEANERSE
FKiEFEEN. MRERAZT, NRALFAMEHREESESTEN.

@"
BWHE i 8 2R ( i), BERRALSEXFTANEN.

© 2017 BRFVFEMBAR. WA, KXEFEAZTABRLTFER. #1181,

i A ERRHRIE RIS REMERE R AT R EFERN TN, BN R IRid K24/ Y
HREREN, UREBEREREED.

e. EIFER (Alarms) ET+.

i RSB HEANERUART EREANERED .
f.  EEBEREFEMITA (Flow Violations) .

i, MR RETA HATE R EANBERN, AR RS R AR .
g. IEZFEEEM (Rogue Hosts) &

i WERERFAANERE, ROEB|EHNHENAIBEN.
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Cisco dCloud

19.  H¥EHIER

i Network Map | g Summary | o8 Alarms | | Flow Violations | 8 Rogue Hosts l‘
Internet World Map [right-click relationship or group Fordetailed report options] 7 | B O K; Ttdﬁc _:l.

North America

N\
STEALTH .\
Q WATCH Corporate Network

Last refreshed: Nov 21, 2016 2:22:13 PM - Next refresh in 4:32

11. BIRATHECZELK SMC ETRRHITH TAEBETF. BIRIEXHIXLETTF, 5% ctrl + shift + W B <R AT
FHNETF. REWRIIEEZH (File) > $TF (Open) > GRS (Network Visibility Report), REIZIHR FFIaET
BIAIRIRTS .

1. Rt Stealthwatch EBE HEVEHERT, Fanfai el EE R rIscE?
2. MpEFERERTREERER?

© 2017 BRAKEMBLAT. WG, AXEREARABNATER. $197, #6117



Cisco dCloud

=3 HKEFIHERE

/b= [}

EH14R (Host Groups) 2 Stealthwatch ZNfAIZALRE R, FREFITHEREITHLEN—NEERS . FRAEHATESHE, U
K BR dCloud AFIRY IP HilibzsE), GIERNEENEAMBTFZBENEAEXHENE.

R ER

ARMBEREEHETBAEGENERE, URTRINMMEENSENES L. BENSENAEXTHLE, BHTEAMGRIEEM
R 5YEL.

R

N

1. IR Swing BFIR EHT. HRERNSTERFZEF.

n

SEREHE
a. M, R dCloud HEhmmE
b. B “EHE” FAMME, EEFBMRAENEAST: M5B (nside) FI5hEB (Outside).

c. ARSTANEBEMN (nside Hosts), SRBMRIEEEN (Hosts) EMIEH (Active Hosts)e RIS ER “JEEK
FHL” 304, HEPFIHABEEEANEBEEREN .

B 20. “F#H” (Hosts) > “SEEXEHL” (Active Hosts)

A | StealthWatch Management Console (admin - 198.18.133,136)
File Edit View Top Status Security Hosts Traffic Reports Flows Configuration Help

3 Enterprise
= G SMC
@ Stealthwatch Labs Intelligence Center
#! - gy UDP Directors
= ¥y dloud
=) ¥ Host Groups
*h C4 w8 Host Group Dashboard
»
Bz
L ,;g o T »
& %P By Status »
+ % By Security »
¥
Clg
i ;_g ca Hosts YL Active Hosts
% @, outsid Traffic ’ Host Information
T ‘P,% B: Reports » Host Notes
> = Flows »
fL.cd entity and Device Table
| L. Identity and D: Tabl,
@, Opent i ’ w8 Host Group Trends
‘Px‘;. T4 Bpandal Ctrl+Shift +E
@ . Collapsel Ctrl+Shift+C
N
4 (4 Network D Refresh Tree
+ L Maps
=} g FlowCollectors
3 FCO1
=} Identity Services
# (@ CiscoISE
=1 (@ External Devices
& CD5-133-134

£ 61 71
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Cisco dCloud
|

d.  SEEHILE (Host Groups) FIFRER, 1ZRBEME (Host Group) HEHEF. MTEMETIEAZ IP ETREKL
R (Catch All) EH14H.
i. 1L (Catch All) EHAZIALCE FIFFREFAM IP JEE (RFC 1918) {EAH R ABIEERN.
ii. BEINEISHEREE (Catch Al AT HEASWHMEAEAM IP EEEIEERN (Flan: - DMZ. NATd
IP's &) .

B 21 FEEREM

] i x| ] Active Hosts X

Surimary - 411 records summarized into 411 records
First Active -| Host Groups 1] Host Ell
Dec 12, 2016 7:05:12 AM Catch All 10.8.58.22
(3 hours 24 minutes 525 ago)
Dec 12, 2016 7:05:12 AM Catch Al 10,6,46.178
(3 hours 24 minutes 525 300) ‘
Dex 12, 2016 7:05:12 AM Catch All 192.168.215.195
(3 hours 24 minutes 525 ago)
Dec 12, 2016 7:05:12 AM Catch All 10.8.248.73 ‘
(3 hours 24 minutes 525 8g0)
Dec 12, 2016 7:05:12 AM Catch Al 192.168.159.176
(3 hours 24 minutes 525 ago)
Dec 12, 2016 7:05:12 AM Catch Al 192.168.159.178 ‘
(3 hours 24 minutes 525 a90)
Dec 12, 2016 7:05:12 AM Catch Al 192.168.76.6
(3 hours 24 minutes 525 ago)
Dec 12, 2016 7:05:12 AM Catch Al 192.168.215.19 ‘
(3 hours 24 minutes 525 ago)
Dec 12, 2016 7:05:12 AM Catch All 10.8.248.71
(3 hours 24 minutes 525 ag0)
Dec 12, 2016 7:05:12 AM Catch Al 192,168,158.152
(3 hours 24 minutes 525 ago)
Dec 12, 2016 7:05:12 AM Catch Al 10.8.248.72
(3 hours 24 minutes 525 590)
Dec 12, 2016 7:05:11 AM Catch Al 216.235.148.41
(3 hours 24 minutes 535 ago)
Dec 12, 2016 7:04:32 AM Catch All 10,240.200.1
(3 hours 25 minutes 325 500)
Dec 12, 2016 7:04:17 AW Catch Al 10.210.0.2 |

e_————
3. EEFEMIKREM (Catch All) EHNA, FRUATSERIE:

a. ARSEIHEREIB (Catch All) EH14E, ARBHROEEEE (Configuration) > BIEEHLH (Manage Host
Groups),

b. RAGEERHBENMAINEE, FEEE(Ranges) TEEEMFAN IPSEE.
c. =FEXH (Close) IEH .
4. FRALANEE (Search) FEL:

B 22 #EiE

=100 ]

Search:l ll

14 B

=]

£ 61
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Cisco dCloud
|

a. 7£ Swing EF ik GUI A LAMEERTE i IP #hit 10.10.30.16, AfF =T Enter.

b. RGRERHRERENO, HEJIRTER IP ML,

c. AESTFHEREOPM IP HILEE, ARBEMHRXIEEEE (Configuration) > BHEIEH4H (Manage Host
Groups). ;i= IP il R BRI EHI4E.

d. XHENEEOD.
5. {EREHERARE:
a. A#ESE dCloud fH, REEFRE (Reports) > EHEAMRIRE (Host Group Membership Report).
B 23. #R& (Reports) > EHLLAR Gk & (Host Group Membership Report)

b ¢ StealthWatch Management Console (admin - 198.18,133.136)
File Edit View Top Status Security Hosts Traffic Reports Flows Configuration Help

3 Enterprise
= T SMC
@ Steathwatch Labs Inteligence Center
+ - gy UDP Directors
SRR
= @ a8 CyberThreats Dashboard
=~ | @8 DDoS Alarm Dashboard
o8 DDoSTraffic Dashboard
Top 4
Status »
Security »
Hosts »
i Traffic »
Reports | &8 Daily Report (Today)
x Flows | &8 Daily Report (Yesterday)
»
= Configuration a8 Alarm Report By Type
Expand All Ctrl+Shift+E & Alarm Report By Host Group
L gal  ‘CollapseAl Ctrl+Shift+C | g Alarm Report By FlowCollector
b Refresh Tree
L2 & Domain Port Usage Report
= i FlowCollectors
4 % FCol a8 Domain Packet Size Report
=} (. Identity Services Host Policy Report
Ci
2! :‘ é:'te;::lotfesfnces 1 Host Group Membership Report
o CD5-133-134 Host Locking Report

b. RGLATHAENEMRRE
c. BALNRENEHITEEN:

i. AESHEEIRE. IHETLLEFREGEEFIRSED, UERSERES GEE: izt
Stealthwatch FRIEFBIREBHERD -

d. REIIRE, RAFSFEFNFERPHERAITHI CER: 1ZRMIEX Stealthwatch FEIFFIBREHIEID .
e. WELR. EXHAIBMIMBENEAETZLD?

f. AESE “WEEHN (Inside Hosts) THH “IRIThEESSEEH" (By Function Host Group), i£fF “BHE
B (Expand All). & : HIEFABELUKNPERNENALSEIE “EHEKRIRS” (Host Group
Membership Report) &+,

t 61
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Cisco dCloud
|

g HEZERIZIGER, EXHA “THEMRRE (Host Group Membership Report) SEH-R5EBR XA A S
O, AEastlsid YRI5 2" (By Function) Fi%#E “£ERUGE” (Collapse All), U FEEL.

1. “43REE” (Catch All) EHARABEMLRE?

2. 10.10.30.16 BTHINEHA?

© 2017 BRFVFEMBAR. WA, KXEFEAZTABRLTFER. $23m, #6l
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Cisco dCloud

mR4 PHITREEN
/b= [}

TR, RNBETAATEEMEPHFERE. LRNEB-ANEHRIR, EAZART, RNTUERARERFERHEZES

R B

T RN AE Swing ZFiH WebUl shi# TR B 2.

R

N

1. BERIUIBNTHERERVEAREER, URNAKEIZE. HEHXEHE Swing B i Li#T. BRENSSEE
BiZE i,

AR BESREAURRLEAERERIE, EXBEHIESVHBE; REMERNSRBEF G, RENEEIRE, X
REXEE.

2. REdd#E dCloud.
3. HERUNEREIBHER (Find) FEF, M End, SAFHZ Enter.

AE: ALAMER (Search) FRANREMLIFIRBIE; B (Find) FRURREIK PG EITR.

4. TRV ERMNIRE “WEREHN (Inside Hosts) > “4ZBBINRESYZ” (By Function) > “Z A IPSEE (DHCP SEED ” (Client
IP Ranges [DHCP Range]) > “g&#Z& R Pi&&EHLE" (End User Devices Host Group).

5. A%sF “BEAPIEEINLA” (End User Devices Host Group), SAFHRIERE “RE” (Flows) > “SRE%K” (Flow
Table). RZIRE%/DKIZFE?

© 2017 BRFVFEMBAR. WA, KXEFEAZTABRLTFER. $ 2477, #61]
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5] 24.

“RE” (Flows) > “REFK” (Flow Table)

File Edit View Top Status

Security Hosts  Traffic

Reports

Flows Configuration Help

@ Steakthwatch Labs Intelligence Center
B (3 LDP Directors

2|l (A poman Dashboard X | ) Cyber Threats x|

| Reputation | g4 Reconnaissance | g4 Data Loss

Malware Botnet
= g dcloud s e :
= @ Host Groups 0 da d dinto d %
kT
= 9{;;?*;“; Host Groups Host s aw + Alerts 3
at -
%6 Catch All 10.10.101.24 +.. I Ping, TCP_Scan |=]
& %P Business Linits Catch Al workstation-083 z.. [ Ping_Oversized_Packet,
= %P By Function (10.201.3.83) TCP_Scan
3
P BC Authentication Catch Al workstation-050 . |  Spoof, TCP_Scan
= %P Sienz 1P Ranges (DHCP Ra (10.201,3.50)
D i Spoof, [
%P Guest Wireless| @l Host Group Dashboard ;;3 s... ]| Ping, P(:Yrtc;sc;a,n 5
- X
%P Remate YPN IP. T "
%P Trusted Wireles o 7. I ] TCP_Scan
:'59 oMz Status "o 7..[—1| Port_Scan, TCP_Scan
P NAT Gateway Security 4 f
P Netwark Scanners Hosts » [ L0 m—| TCP_Scan
3 Other 2 6 TCP_Scan
P Protected Assetts Traffic i — =
3P Proxy Reports » 3 6... [____]| Ping, Ping_Scan, TCP_Scan | _
® "@ Servers Flows »
5 % volP . | ) FlowTable
& %P By Location Configuration * | @& Network and Server Performance
%P Cloud Hosts Ctrl+Shift+E | o Flow Traffic
"@ Compliance Systems e >
& @, Outside Hosts ¥ Ctrl+Shift+C | o8 PeerVs. Peer
= @, £, Bogon Refresh Tree & PeerVs. Port
@, .£. Bogon Subnets —
@ @, L. Command & Control Servers wﬁ&e‘ 69.160.42.0 il  Time Vs, Peer
@, OpenDNS o Time Vs, Port
e \.é T: - @ Host/Host Group Peer
o Tor ance
I = 82,221,994 48 Host/Host Group Port 3
®, L. Tor Exit i
- (g Network Devices g [ reran
® 2 Maps =] 122.200.77.74 96% [ | Rejects, TCP_Scan
= {5 FlowCollectors China
B G FCO1 - " 115,230.127.112 95% [/ Rejects, TCP_Scan
e | chos
& 125,64,12.200 95% ] | Rejects, TCP_Scan
< ® © China ' M|

Last refreshed: Nov 21, 2016 2:32:11 PM

6. TETERIZEBNIARE,
7. IHEMIEZERSAESMC WebUI Ei#1T. s/ME Swing AR, SXAEFT T2 HI AR 89 P 250

KHAISMC FH T ARERHE, A

HRELEE.

8. EELAMSMERAISTH (Analyze) > FEZIMf (Flow Query).

1S
.

BT EAE,

© 2017 BRFVFEMBAR. WA, KXEFEAZTABRLTFER.
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Cisco dCloud

g 25.  “94F” (Analyze) > “SREZiA” (Flow Query).

& Admin User «

9. ®EEFEEHR (Advanced) HEREIAF*

g 26. SRIERIETF

' Flow Query @ Standard

Time Range

Last 5 Minutes v

|IP Address or Range v

Port / Protocol »

Peer Host Group

o Select

10. B TEIEFM:
a. JeE: 50
b. #FREIKR:
i XTEN, EF: BIE, EHE

1. ZFEEHNETH, STEE (Select)
2. TEFTFRIENRIEFESEEHRE, N3

Z: AEEH (Inside Hosts) > IZBRIIRESD 2 (BY

Function) > ZFif IP 35 (DHCP 3t (Client IP Ranges [DHCP Range]) > &4 A Fi&

#(End User Devices), RERESHNEIEIE.

© 2017 BRF/SEMBAR. MIFE. AXEFEATABRAFER.

#2677,
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Cisco dCloud
|

5] 27. EHAEFSH

Please select the host group(s) you wish to add to the
query

Host Group Selector

End User Davices X

v Inside Hosts
Blackhole
[% » Business Units
v By Function
BC Authentication
- Client IP Ranges (DHCP Range)
End User Devices
Guest Wireless Networks
Remaote VPN IP Pool
Trusted Wireless
DMZ
NAT Gateway
Network Scanners
» Other
Protected Asselts

Dravy

AR EIZEEP, BETLUEREER (Search) FERPMATES B BIRERENA.

3. AL (Select).
i. PESEHKIRE, BERIETATEEZTHEANIET.
11. SERFRBHEF TN (Review Query).
12. BEEENEARE, REEEERENSHEIT (Run).

© 2017 BRF/SEMBAR. MIFE. AXEFEATABRAFER. B2, #61T]



[ 28. EifERS

Click the Save button to save this query in order to run it later. Click the Run button to execute this query now.,

Time: Last 5 Minutes

(@ Search Subject

Host: Host:
includes: End User Devices

User:
User: 3

Devices:
Devices: Port/Protocol:
Port/Protocol:

Process Name:
Process Name:
Process Hash:

Process Hash: TrustSec ID:

TrustSec ID: TrustSec Name:
TrustSec Name:

Orientation: either

(& Connection Details

Total Bytes: Total Packets:
Application: Payload:

% Edit B Save

13. RFKIREIZDEITHE?

Cisco dCloud

EE: BTHTHEARRE, HRENERATEES Swing &R RE RAIAETE.

14. HEMFERAT, EERE (Actions) ER AT AR ED

c. RELR (Save Results) — RELFIFANITEIGNGER, UHEBEES. &7

(Flows) > {R7F45 R (Saved Results) ZEEREFHER

B M S E R AR E

d. {REZEM(Save Query) —REHFINEIGSE, UHHEEFER. BRI EZNSHERNRE (Flows) > {&

FHIEE (Saved Queries) P EEDIREHEIM.

e. TFEZiA (Clone Query) —¥HATZIANSHEFIRIET S, BITHHREEIA.
f.  RhA .CSV (Export as .CSV) —¥HRIERFH AT THE AR R csv BAH,

Bfatr.
B 29. dCloud =

= Flows (1698

Query

e Qu

& Export as .CSV

. ERETREREIRG LA, HEIEMEER. ffizERSYIREIRRNE.

© 2017 BRFVFEMBAR. WA, KXEFEAZTABRLTFER.
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Cisco dCloud

30. REEIRER” (Flow Query Results)

B Flow Query Results

16. 7E5ER) (Actions) ERYF, HEIBEHE—IHNATRIED: BB, SEHE.

AREMAAMERETOERNWEMIERT, XL TTHERERSENNEL LTI
ERMFSNNERT, AEERRBUZANEEE. EFLUEITRMAMER,
&R

h. 37, SFHBGHE (Cancel).

g UERBEFEEEXER

B 31 RERS

Flow Table Colurkhs

[] Duration
[ End

V| Select Al
Search Subject
Byte Rate

Bytes

[w] File Hash

Packet Rate

Packets

18. EERELTNERFTHREAMANET, UMILEHNER.
[E1Z] WebUl HYf=HIERF#. BEZTRIZIAR.

19. mEMEESE (Network Security), LUE

1. ZOATREREEEFIREN IP SAF ethel X?

2. 7 WebUl REEALRT, EERHEHEE=15EHE (Connection) HXMEMIBEETIRHA?

© 2017 BRAKEMBLAT. WG, AXEREARABNATER. #2097, #6117



Cisco dCloud

m=5  ERAXE

=ik
Stealthwatch BEBUZ AR ERREMFIHER . BHFEKRETOIREN, WREZTWFAIRE, XESEANERPITFH

BR. FRTEEN Swing B FIRETITFF AN, SMC BB TS HMMEMTE XHEHER. kaROE—LAESTFEEFE
KEITHE

R BER
T HBSCH RS FE RO B R A0 .

R

N

1 WIS Swing BRI EHT. BRENATEEERESE.

2. EfEEH SMC ERRANEHIERED, SENEEAEMIRE (Status), AESEEFIER (Dashboards), E
E1 AREHImmsIR.

B 32. SMC EHImER

& | StealthWatch Management Console (admin - 198.18.133.136)
File Edit View Top | Status | Security Hosts Traffic Reports Flows Configuration Help

Dashboards " w  Security Overview

i Alarm Summary a8 Cyber Threats Dashboard
£3 Enterprise Alarm Table wd DDoSAlarm Dashboard
, SMC
- SMC Host Group Alarm Counts a8 DDoS Traffic Dashboard
- (55 UDP Directors
= ¥y dcloud Host Group Index Counts @ Host Group Dashboard
- @ Host Groups | 4 Flow Collection Trend @ Traffic Dashboard
SRR Yinside Host]
‘P Catch 4 sFlow Collection Status & Alarm Dashboard
‘rB Blackhc NetFlow Collection Status a8 Data Loss Dashboard
# ’4-» Busines
- % By Fun{ Interface Status @ Interface Summary Dashboard
& ‘+ By Locg DSCP Status a8 Interface Traffic Dashboard
= Cloud H g
’{P Compliz B
+ ‘H‘ Outside Ho 8 FlowCollector Dashboard
* % «£. Bogon Mitigation Actions
- &, L. Comma
Q‘ OpenDNS External Events
] ‘P\_ L. Tor I

3. EE: RE\ANCWKGRFMERNS, FIREHNERMETIREESLZETHL? Fin:
i EBEREERSTMIRGH dCloud, FEMHRSTRES (Status) > #FHIHER (Dashboards).

© 2017 BRF/SEMBAR. MIFE. AXEFEATABRAFER. #3077, #6117



Cisco dCloud

33.  “RE” (Status) > “IEHIEAK” (Dashboards)

& | StealthWatch Management Console (admin - 199.18.133.136)
File Edit View Top Status Security Hosts Traffic Reports Flows Configuration Help

| Domain Dashboard x
@& Domai

rkMap | g4 Summary | g4 Alarms

54 Enterpﬂse

v T SMC

41 ligh UDP Directors

44 H w8 Cyber Threats Dashboard

= ’1‘ DDoS Alarm Dashboard
| @d DDoS Traffic Dashboard

¥ Filter

G| Top »
i | Status 4 Dashboards LA™
i+ Security ¥ a8 Alarm Summary o
’é Hosts ’ Alarm Table -
0
»
+ § Trffic Host Group Alarm Counts
‘ Reports 4 ~ -
w4 Host Group Index Counts
q Flows »
e | Configuiration ) | =l Flow Collection Trend
# =N sFlow Collection Status
3 i M Expand All Ctrl+Shift+E N X
P . . NetFlow Collection Status
@ Fl Collapse All Ctrl+Shift+C
i of:
+ ‘_). :: Refresh Tree Interface Status
= 1 DSCP Status

P C05-133-134

Mitigation Actions

External Events

oo EER
k. BRI BAEXAFERA TR ? MLERERT—

4. &
HEIZMEHATRER
SR RIGHITEMINE, HMAGHERESR,

Flow Violations | g8 Rogue Hosts

d Map [right-chck relationship or group fordetaled report options]

0%

—
Security Overview
Alarm Dashboard
Data Loss Dashboard

Traffic Dashboard
North America

<

South America

g

Bh. ) EREEHIEIRAERE, HYI%E Stealthwatch EIRIZHIGE O

5. XtHANEHIEAR A LB

(Applications) > H#f (Outbound). FEAICHET R E#EIES B B RA0T

EERZA? MLNAERETER?

6. RIHEREFAITILE (Filter) B¥r.
o, HEHHE. RTNARSTEEXR?

B34 #IIEA

X | [¢) Traffic Dashboard X | |v) Top Applications X

: dCloud

hboard

L;] Domain Das
¥ Fiter & Domain

® Time tLast5

Q Client or Server Host Group : Inside Hosts

7. GRSTIIRPHRIIINA, AR
HISERRRE

© 2017 BRF/SEMBAR. MIFE. AXEFEATABRAFER.

@ Direction : Outbound

minutes

EFERE (Flows) > FER(Flow Table).

%1% A HA/RTIE (Date/Time), JFHBMEM 0 K.

SR

0 /NEF. 5 HERA 1 K.

AR

REAEST KPR SMC, EEHORSTRE (Status) > #EFIER (Dashboards).

R BB EZFRIRE (Status) > FH|E4R (Dashboards) > REFHIER (Traffic Dashboard), EEHRMEBFINEE
Mo HORIEFEHRERD (Help) > #Bh (Help), i718)E AT LIEHIERAY £ T X8 # 8.
IREHERIERE “EB1” (Help) > “#E1” (Help), LITH ETXXHEXE

CEE: MRA

Tl BRI E MBI EER R, B0, A sE dCloud 5, SABAROREERIT (Top) > BA
TiEEH. BREFEWMANENE? BR1ESRETE

0 /pEt. O

MR rRRE

¥3MW, #6117



Cisco dCloud
|

8. MIIRFERE—NFEREFH IP it (RSBFREFH) , ARSHZTFR, RAREIONEFEREM (Security) > RE
B (Security Events). XEARGSERS1Z IP Ml XEKECERE (C) FtF. 5. EEEBED, SEHFAERE
ARERESIEERN P ik,

B35 RERX

@['h,vrujlh[h’:'ﬁ-h‘iniuir\i X @Txam, Dashboard X ame,-App\unvfum:‘- X @FlowTable X

¥ Fiter @& Domain : dCloud

® Time : Last S minutes

Q Client or Server Host Group : Inside Hosts

_ Table Short List
Flow Table - 533 records

Client User Name % Client Host Client Host Groups s Server Host
brian workstation-051 Sales and Marketing, End User Devices, Atlanta 63.245.196.124
(10,201.3.51)
10.201.3.157 Sales and Marketing, End User Devices, Atlanta 193.182.8.45
ick View This Ro
carla 10.201,3.157 Quick iew This Row Atlanta 204.246.175.148
[id  Add to Short List
209.182.184.8 B Remove from Short List 204.246.175.148
Replace Short List
terry workstation-119 m P Atlanta 50.56.217.21
(10.201.3.119) Host Peer Chart
carla 10.201.3.157 Host Port Chart Atlanta 178.236.6.33
isesim_user_1223 workstation-167 e Atlanta 38.102.136.104
(10.201.3.167) Host Snapshot
copper-srv-028 Top » 77.109,171.25
(10.201.0.28)
Status »
carla 10.201.3.157 = — —
Security 4 I . Touched Hosts
carla 10.201.3.157 Hosts ’ Touched Hosts - High CI Hosts
1 »
Trathie 1 Security Events
209.182.184.7 Reports N e
Flows »
terry workstation-119 s . Atlanta 184,28.140.239
{10.201.3.119) Configuration »
marc workstation-145 External Lookup * | Atlanta 205.128.94.253
{10.201.3.145)

9. EHE R, BRI EEEMITHE. IM%HHM%EJ_E%O ?Sﬂlﬂt, ,.ﬁtTl«X?‘k“ S RTiA s hifEEE s mARaY A RiFE s
B fOR S ETNERSEE RIS (File) > 3TFF (Open), ik HZ#, RESEHFTFH (Open).

10. T&tiﬁmﬂPﬁ:‘ﬁﬁT, IEAIEE B AL FESMC HFITH 7 KREHIEDT.
IR 5 (X LR I, lﬁkz ctrl + shift + W ﬂﬂTa@lﬂﬁﬁ’ﬁ?TﬁE’JLlﬁ‘F RIEIRIFEIC (File) > #TFF (Open) > FIZK
AR E (Network Visibility Report), 1REIR1HSEFEERINEIRE.

1. BREfERBg A% S dCloud E#EFTH?

© 2017 BRAKEMBLAT. WG, AXEREARABNATER. #3270, #6117



Cisco dCloud

m=6  FAMNRRSH

7R850
BUIABERT, fEIES Stealthwatch @1, 1 IP S ECAHIREE (Catch All) EHH. BIRAMBEEXLE IP SEEIHEMAEN

Ho RI|BENBIE, @R LENBIOENIEENRE. MRKREENHEFBOENALSEFFERE, MZENFUHAIIA
HIPIRR SN AR EHL IR -

BEEEXREEY, SAUSEENS/HENAZENERERAN. BEXREEHANTHITRERBMNESME.

MR ER

FIENRBNEENREEH

R

N

EERNEFEH KM (Host Policies):

1. NIERZEed, fOXiEHEAIE (Configuration) > EHREEEESE (Host Policy Manager). GEE: REATRESIRTRE
HITHEMEIE. MREIIRR, BEAER, REERKRREEERE (Configuration) > EHLIREEETESF (Host Policy
Manager))

B 36. “BZE” (Configuration) > “EAHRAEEIEEE" (Host Policy Manager)

Flows | Configuration | Help

Propetties Chrl+1

Delete. .. Delete

reats J Host Policy Manager...

oy

Services. ..
Alarm Configuration. ..
Host Locking Configuration. ..

05 Mame Configuration. ..

Ter BIVE

Exporter SMMP Configuration...

._.
o

DSCP Configuration. ..

Ewvent Parsers Configuration. ..

10. Mitigation Configuration. ..

FlowColleckor Managerent Channel. .

Flowsensaor Management Channel. ..

10,

T =~ T — T in 1 = M

&dd Domain...

Edit Host Groups... Ctrl+E

10,

2. BRGLERENEMEES (Host Policy Manager). IEAEEKRIES.

© 2017 BRAKEMBLAT. WG, AXEREARABNATER. #33m, #61W



Cisco dCloud

a. ZUANENMESET AEKEE?
b. B%LEINKEE?
%] 37.  “dCloud” BYEH RSP

* kI Host Policy Manager for Domain “dCloud” x|

Host Policies
1P Address: |
Host Policy Report | [ |
Role Policies
Name | Description & Assigned to Host Groups $ |  AssignedtoRanges |
I Antivirus & SMS Servers Suppress Scanning Activity | SMS Servers |~}
| Antivirus Servers
Backup Servers Suppress High Traffic Alarms | Backup Servers
Defaulk Servers Group Policy for Default Servers Servers
Group
DHCP Server Policy for DHCP servers DHCP Servers
DNS Servers [ DNS Server Policy DNS Servers
Domain Controllers | Policy For Domain Controllers | Domain Controliers
Firewalls, Proxies, Load Firewall, Proxy, Load | NAT Gateway
Balancers & NAT Devices Balanacer and NAT device  |Paris
policy settings Proxy
FTP Server test (bnelson disable suspect dataloss  |File Servers
delete*) alarms [ ]
Mail Server Policy Mail servers policy Mail Servers
Network Management & Policy for network scanners | Network Scanners
Scanners
Protected Assets Policy for Protected Assets
Suppress Bot Alarms Add Bot Host Group or IP. ;j
| |
Default Policies
Name Al Description |
Inside Hosts All hosts in Inside Hosts
Outside Hosts | Al hosts in Outside Hosts
| [S=_]

3. WEHEHP—IRERIAER, R%SERFIERIAER (Edit Default Policy) MFHE. STEMH IR ESIRRNER LR
LZeEH,

a. AZLERAINEER?
4. | “XH” (Close), LAXM#mIERIAKREE (Edit Default Policy) & O
5 miF “KH” (Close), LAXMHEHIREEIESE (Host Policy Manager) B0
TEBENRLEEH (Custom Security Events):
6. 7£ SMC Web RE+, SHZEEE (Configure) > BEXRELEH (Custom Security Events).

7. EFHNENE] CSE: P2P L EFIFEEM(CSE: P2P file sharing to Internet detected) 894448 (Edit) 3%40

© 2017 BRAKEMBLAT. WG, AXEREARABNATER. H34T, He1|



Cisco dCloud

El 38 HEXZREEHEE

£ Custom Secursy Event) X SIS0
€ C 0 A wer7//19818.133.136,
i Apps [ Applances [ CiscoBox 25 Cusco bve

STEALTH
{ WATCH

i
pel
]

[H Custom Security Events

< Event Name < Date Description B Dedete

< Enabled
Moo
h hosts w x Q-
Bad
P ’ within ¢ x QIY -
£ , 4 5 a when Peet 1o P anng ap w x GO -

[ |
8 Custam Security bv || SteathWatch Mans . SealthWatch Syste Jeom
c | |

8. EREHEXNZREEMNSH

9. JEIFEUH (Cancel), WABUEXiZ CSE #HTHIEME L.

1. ABENRARBOBEEEERIERGA?
2. BRREEMHIRHLANA, EWPLEAZ @HITIR?
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Cisco dCloud

=7 AEER

W REE

Stealthwatch F|FRBITAMETRENEE, BEMK LURZNTHESEAR. RERNERZIRE Stealthwatch A FEE
XEEY (C) ESHEN. RMNAEFMTIES, SAMEERBRTERTH, URREATUIEITRIE.

R B

FEizART, BHNERRE T HWME Stealthwatch FIFEER, URSEHHEXBIBRS 1T,

LR
1. IARHXEATE Swing BFiH E#IT. BARERSHERAIZEFim.
2.

MEE, EAUMIRE (Status) > #F$IHEIR (Dashboards) & hEHITHMZEMEHIEIR (Cyber Threats
Dashboard), #AF = ZEHIERAEE (Reputation) £+

3. EELAZRH, EETEAIEN(Suspicious Internal Hosts) FEACI A=A ENFIR.

AR MRTEEE, RETERR C1% ), TRBAAGREAESF LEEHEXE.

4. AEFMEEFR XS ClIEH, ERARENATEIHE (Go To Document) 15, FTFERISSEHE (Concern Index) 32
i il S

B39 PEEN - HX

¥ Fiter @ Domain : dCloud

Reputation g4 Reconnaissance | g Dataloss g Malware | g4 Botnet
Suspicious Internal Hosts - Today - 7 records summarized into 7 records al 5 15
Host Groups % Host S i havw

Sales and Marketing, | workstation-149
(10,201.3.149)

(10.201.3.50)

_1 Spoof, TCP_Scan

5. ¥I#kEIXFES (Concern Index) 32#4, AFEFESHH (0 TCP_Scan) FERIMEXM—IT.
ARAEZIT, RERIEFERS (Security) > REE# (Security Events).

6. IE7EFMEMPLLin OFMEIEE? Y1#E| HEREHIHEE (Summary of Target Hosts) i&TF. E#HFARHNINEERFRLK
Bitxtg, TRMESTE?
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Cisco dCloud
|

7. HEREEMH (Security Events) XHEFPHIRBIET £, REKREREEH(Security Events) F{E 2. 2HEEMEE
BEREEXENRORAEEBIR?

8. ABSLHEHP—I1T, REEFWEEFIIT (Quick View This Row). BESHitH. EREHIERE, XHARENE
BHO.

9. AEAEFHP—ITHAEEH (Source Host) IP, AAFEIFEHIRME (Host Snapshot), TEEARITIEAENE
MER.

10. EFENIREBICEASESEEO (Exporter Interfaces) £ F. HEZRIMLE NetFlow J&?

11. ¥)#a%| 84, DHCP FMEMBIER (Identity, DHCP & Host Notes) &IiF. #ZER} ISE ERUIRHEMNES.
XTRPfgE, BHETAEER?

12. YREREM (Security) EIF. FAMENREELR “KR" H—8EH?

AR MRIRMERENPRETHE, BRAESOLIRESE, HHERNBESIEAN.

“BRR” RNIRENEZSRKANENESERE, HRTBREIE.

13. EREM (Security) IETTFHEXZRIER (Touch Information) #84y, ARSHELBERES—AEMH (Has Touched
Another) S B#HX %R (Has Been Touched) 7IgY! #A7E (IYes) FE, AEREAAHIBR, ZFHKRNEN (Touched
Hosts) Si# B RAIEH. (Hosts Touched By). MIHENCBEL LD AEHMEN?

14, BEFENRBITENZEISCH £, UEFHELEIT R, ALUAEMANOZIRS, BRUTHEBRE:
a. IEFEHIRR (Host Snapshot) 32#4.

b. FEEITHEE, RRIEFEICME (File) > ¥TENSCHE (Print to File), X% A malware-host.pdf, SABHFEN R
RBRFEIGEHMKE RS,

15. (ERERIFRTNEE—F, BREZIMEE (Cyber Threats) IE5IER, ARSTHILET+*, REEFXHEM
(Close Others) LUETERE. IHERIMLER (Cyber Threats) I E R L BI5158 (Reconnaissance) &I+, &T&FH
T AtvHEE SERTHISMNEB & AV (Top Scans from Outside) E#l. HIEFRESIMBL AW EL? R
2, MILEAE? milEIKRTA?

16. EHESTERIBER, B "MK EHERZSN, XARBITFE.

I TR ZEBT EESMC WebUI E#1T. &/ME Swing B P, XHFTFHEHERAIM LGN TR T RAE. HRIOTFE
R WebUl BRI AE2EES Cl EiR.

17. BHEREITE XTI (Concern Index).
c. REFZREFHNERHRS (EBHITH) .

d. =#F, BAURFAYXER (Today's Alarms) HiR, HF=EHEEXEHEE (High Concern Index) #IfE
FE= A,

18. AGRLATHATAERENNE, ERMEEESSAREINRAEREN.
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19.

20.

21.

22.

23.

24.

25.

Cisco dCloud
|

SR (Details) 5, RAEVUWENENHE, URMRERNRE. SFHZXE, EFEENHEXER.

RGP REHHEMESR (Security Event Details) TilH, ERMAERNZEEMHNEXER, B1ER IP. B
IP. EHREIEBITHFIE A,

HIZESERNREEN, THES5MMITA? REEEDNBLRINTESHFERXHO?
TEIR=EH (Source Host) FEkh a4 IP Hblik. T FEHBIEHNIRE (Host Report).

BEHRBBHAER GIX 7 X) (Alarms by Type [last 7 days]) . EEE—EF, KINEESREMEMBT
BEITA?

REBRABFAWR (TEX 7 X) (Alarms by Type [last 7 days]) FEOERE, URBESEHNTIMERER.
REAMNSAER EAERER (Dashboard) ##%, REZE WebUl {ZHIHIRFR. BELTHIZIAR.

7£58 16 b, TG0 “BINRERSIBLENFIESEE? MRE, NTLERIFHE? 7 HIaFaimshEpiaiEM
B IP FOJR bR A4 ?

HE2 SRR USRI T ASeEriR O ?
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Cisco dCloud

H=8  MBURIEEH

W REE

SR EFWEIUATESR:

B At
IR IS T 1 2 B ELIPR I IR 55 0K 7 B R o A N BRI 5 5 B2 RROBUOR S 3 SR R AR SR LA/ B4 -

pyright Enforcement Group, LLC, ( “FA1” )MRFIZEARFK., SR WFIFIFEMBRA, WEFRBERR. IrE
BORIRL 25 -

UEHE -
fZBUAR: TAYLOR SWIFT - 1989 4
BECCHE4: Taylor Swift - 1989 (Deluxe Edition) [Full Album] 320kbps [n00b].rar
1H¥HLF: 6D0313EZ9F8AOXX1F6A3300FE53DDOCES459CA24
BRI RAN: 214 MB RAUML: BitTorrent
fRALA A #E: 2016-10-07 08:59:00 AbIEARHRHAT A
ZRE 1P #ilk: 209.182.184.7 B EGIT: 14001
R CEEBAGE) (17 u.s.c. 106) BB ARSI B/ St 7 A R EAR K IE MR % T 1t,

RF SRS e BT A FAZK P (KN B3 ST R 7K A5 1R R e AR IR S A A/ s B8 A8 0 T B PR AU OB B AR R B LA
77 A FIRRAL -

JIERL R HE !
Copyright Enforcement Agent

Copyright Enforcement Group, LLC

FRARICHR EFIA StealthWatch BIEES), FTLUERENKRE NetFlow B9 NAT 3 #BEUIRER, FIFMRBMIMLEIERNIR B2 &5 W 4§

BRI EN £ AR PRHE—RENITIREN S @,

AR Stealthwatch JTEMMIEA L EMIERNITH. EFNUATRMKA ERBIIBAESEHMENTSE, UHEITH KB RETRL.
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Cisco dCloud

m=EBFR

£ Stealthwatch RIERE, EFEHMEHHTARENRRIEENHIAR .

INFE LR

1. HIHTAE SMC WebUI Ei#1T. InBHE, S/ML Swing B, XTSI EARGI M b 226 T S5 E .
2. EBAMSIMERNSHT (Analyze) > BREURIB (Copyright Infringement).

g 40.  “S” (Analyze) > “REARIRIE” (Copyright Infringement)

&8 Dashboards
@ Monitar

W
-I}: Jobs

& Configure

iea Deploy

3. RSB ERIBUBICESIEMR (Copyright Infringement dashboard).

B 41 RRBURICEHIER

@ dCloud | Copyright Infringement

IP Address Port Date Time Zone

Ll !

No Search Results. Click search te begin

Copyright Infringement

t 61 7T

\

© 2017 BRFVFEMBAR. WA, KXEFEAZTABRLTFER. 40T,



Cisco dCloud
|

4. MNFERSRMRBILESIHENES.
a. Pt 209.182.184.7
b. #wmMO: 14001
c. EIFHEHAFEIE (Select the Date and Time): <25k H#A> 08:59:00
d. EFFIX (Select the Time Zone): ZHRIB
5. mEHE (Search). WMRAMITE, BEREREIE.
6. HATXER—%H, AASFERE. K& (Select), EFEMMEE, UHHA—-LEE.
7. mEMEEMN (Inside Host) &Y IP sk, PUEAE S SSCHHEHTERIMMAEREN L3 E EHIRE (Host Report) F&-.
8. FEEEREMENREFINEMESR, HFERTEMNEE,

1. MFFREENATHIARBEN IP ik EHA4?
2. MFAMEENHRIARBREZMHA?
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Cisco dCloud

=9  IE BH TrustSec it

/b= [}
BH TrustSec BATHUBEHAGBE, MRSRSAXNORIEGRE, FHRENMENRBERF—H. KAy RAM

BEO AR 40 FAU3ZIENL. BEHES. TEREMHEMEER=EP. EEXERR TrustSec FHRNiLE, BT
NetFlow, Stealthwatch AJ LU A B R EEIRIE (SGT) ID E B EHIE.

EEY A FFIAR AR, IMAERMIAMER.

R B

T #RAn{AI{E A Stealthwatch 138 TrustSec Rt ERRINEE .

R

Ni

1. IHEAE SMC WebUl Li#iT. tnEMLE, B/ML Swing B, XHEFTFHEH ERAIM N S F S E .
2. EBRENSEERBSH (Analyze) > TEEEf (Flow Query).

B 42. “o” (Analyze) > “SREZIE” (Flow Query).

@ Monitor
Q Analyze

Flow Query

Nt Infringement

3. %EFEH (Advanced) ¥ HRET .
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Cisco dCloud

& 43.  “REEiF” (Flow Query) > “&4%” (Advanced)

' Flow Query @ Standard

Time Range

Last 5 Minutes v

IP Address or Range v

Port / Protocol »

Peer Host Group

o Select

4. RIBEOIIRTHENR, SGTID 8 BRIEML LER, HELNREZATN. ASLRETHAERL, HREN
TS iERS

a. ¥EE: |E—/E
b, JERIKR:
i. ZEH: (Host)> B4E (Includes) > E#HL5 4R (Host Groups) > FIEBEH (Inside Hosts) (ZRRBIARIERF)

ii. TrustSec ID: > f3& (Includes) > 8

E44. SERERIE

Range:

Last Hour j
LA

Host Host +
includes j Host Groups :] 7 Giar §
Host Groups Devices +
h Select Inside Hosts P —— 5
Process Name: +
User. + File Hash +
Devices: + TrustSec ID: +
Port/Protacol + TrustSec Name: +
Process Name +
File Hash +

TrustSec ID:

includes j 8 *

TrustSec Name +

5 STHEEZE (Review Query).
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6. WIrREBEREESH, RABESHEIT (Run).
7. BERHERZER. AREEAER (Flow Query Results) E#RH, N “BZEIR” (Search Subject) FEFEEM, RE
=i P MU AR S(...).

B 45. “&HBES” (Ellipsis) ¥IEE

D ICMP

R
101018103
& RFC191P

View Details
View URL Data

External Lookup 14

8. MBERIE RAUSERE FIAFEFIFMER (View Details).
9. &I TrustSec ID #1&# (Name) 2EHIAEEH H.
10. =iEXKH (Close), LAKHANFLIFHER O (Detailed Summary Window)s,

11. # “RETE” (Flow Query) £RERAA LA, BEoEMEERR, YIHRBIRKE (Tabular) fE.

B 46. FEUE

B Flow Query Results

12. 7E3R4E (Action) @R, =HEIEF] (Manage Columns).

13. £ “RERET)” (Flow Table Columns) HE#RHIIZEIIR ISy, HIE TrustSec ID F1 TrustSec &FR (TrustSec Name)
IS IEAE.

B 47. TrustSec Ei%iE

FTOCess Name

E TrustSec ld

[z TrustSec Name

User

. BEIRE (Set), HFXLEFLFMEREEIDLR (Flow Query Results) ER.
15. EEETHER, HEEUTEE.

o) 2

1. TrustSec ID 8 ¢BAY TrustSec ZIRZfT4?
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Cisco dCloud

7 ==
7210 EE

W REE

N CRIERS

fESwing BFIRGFAE— “HRHIRER” (Worm Tracker) 3244, T ABNITHEMAIAKEIFTHAFENN RS . RINMEBEITLIHET

KE,

= BFR

iz

=%, BREMRRRE Stealthwatch XIFHAEZAIMLE EH#ITE SEEARTILEE

TR
1. JE[EZSwing & iR Stealthwatch EIE{E$]4& (SMC) R@.
2. WMBLE, BHNRE (Status) > IFHIEIR (Dashboards) 8 EFHITH M B MEHIEMR (Cyber Threats
Dashboard), H&EEIZITHERAEERYG (Malware) £ .
B 48. “HEEAMTHIEAR” (Cyber Threats Dashboard) > “EERHEFEINK” (Malware Tab)

/] Cyber Threats X | [/] 2091621647 X | () Flow Table X

Reputation | 8 Reconnaissance | g Dataloss | g8 Malware g Botnet

s
Host Groups s Host Q1% v Alerts $
Sales and Marketing, End User workstation-083 z... TCP_Scan
Devices, Atlanta (10.201.3.83)
Sales and Marketing, End User workstation-050 2... Spoof, TCP_Scan
Devices, Atlants (10,201.3.50) @
Sales and Marketing, End User workstation-149 so% [ Port_Scan, Spoof |
Devices, Atlanta (10.201.3,149) [
Atlanta, BC Authentication sitver-srv-077 ov I
(10,201.0.77)
Sales and Marketing, End User workstation-018 37% ([ R N
Devices, Atlanta (10.201.3.18) a2 \
Cloud Hosts, Engineering, 10.202.4.71 95% (]
Atlanta, Cape Town
/ /
Worm Propagation Trend - Last 14 Days 5 | 3 // /
150 // /
/
o f\
| @ <
504 \ ™ 2 ~
| N > N
\ i 5 .
E o} ‘\ w hﬂ
S \w >
504 i N\
\\ \ h
100
150 T T T T T T T T T T T T T
° ° J o ° o
o N & N o o &
& R RS & & & &

Last refreshed: Dec 12, 2016 12:02:18 PM

3. BRFEEEIEREEED (Worm Propagation Trend) BElf—L I B E. MEEREHETE, 2EUMNERE#EE? X%

BURTh R ETFEMAL?

© 2017 BRFVFEMBAR. WA, KXEFEAZTABRLTFER.
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Cisco dCloud
|

4. GEEEOAMEERIRIRSE (Worm Tracker) B REESRHEBHNER TR, REEBRIRA AEBTERGRRMEE
Hl. RBELRIRINASERERENRIALBRITANEN, FRPEERRNERE. ERSERSEMHNFMAMEN
2

&w

5. ERHBBAEEXINMEERSIHA; RERAKA (Turn On Magnifier) EfR, FFRMAIREERR LB, BX
REZERR, AKEIRAR.

6. BEFARBIE—IMREER L, KRNEFH—PEERJE. FEXTENEINESZFEERHER.

7. BRAFREER, RAEEFETHRE (Host Snapshot). &EH#. DHCP FE#HiHAA (Identity, DHCP & Host Notes) i%
HRhyER, HEZNMEERTEAmE.

8. HMBREEH (Security Events) EIF. MIZEN EATIARRIMHEmMEAMITA?
9. FRMKZEAMERIER SN, KHEMBITFREDRF, UEZGRERMHTEERE-

1. EERERHEREFPEREZSENR PR A A?
2. EREENTRMENESLD?
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Cisco dCloud

7 11, AERIEERE

/b= [}

RIFIFAIEINEEET Stealthwatch 5EFRAY WSA. McAfee. Bluecoat f1ET Squid FIRIBIZRER, BT EMERIESED
B REBIFANEaEE ERMAKIBLIER syslog E2# T, HIEHEMKE Stealthwatch FIREFT MM . ZKIBIRHE
EEHIMEREESR, HIBHEHLEE Stealthwatch &%, Stealthwatch BEEISINRIN RS BEEE KB, FHIEHXBKBIRIENE
B &R Z W ERARE .

‘AR P, BOSEAREBIFAHEBREEXERNEMER, FELEXESLSREEF/ ALK Stealthwatch.
HEER
EsR2RBRENMEEE, RTEAHE.

R

Ni

1. IIHsmAE SMC WebUl Ei#1T. InAME, H/MVME Swing ZFim, ETFHEHImRAIMER s AT UL TR E .
2. EERAMSHMERSSH (Analyze) > REEIf (Flow Query),

49.  “4OF” (Analyze) > “REZEIF” (Flow Query).

ght Infringement
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Cisco dCloud

50. &% (Advanced) & ET

' Flow Query @ Standard

Time Range

Last 5 Minutes v

IP Address or Range v

Port / Protocol »

Peer Host Group

o Select

4. FELUTTEEN:

a. JuH: @% 8 /At

b. IFIEIIR (Search Subject)
i WHFEMN, &IF: G, P #ib/FISE (includes, IP Address/List)
i. TERMAEIEIEFHA 10.20.30.40 .

c. XNES
i. XFEM (Host), i£#F: BFF, E#H4 (includes, Host Groups)

1. EFHNETH, =Lk (Select)

2. EITAMENAEFEERD, ROXNEHIESIEE: SMBEHL (Outside Hosts) > EE
(Countries) > I#fl (Asia) > ZRIF (Eastern Asia) > & (China).
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Cisco dCloud
|

g1 51.  “4MEBEAHL” (Outside Hosts) > “EZK” (Countries) > “YEi” (Asia) > “ZIL” (Eastern Asia) > “H[E” (China)

Select Host Groups

Please select the host group(s) you wish to add to the
query

Host Group Selector

china
» Inside Hosts
w . Outside Hosts

Business Partner Networks
- Countries
» Africa
» Americas
- Asia {T)
» Central Asia
- Eastern Asia
2 China
Hong Kong

Japan

Korea, Democratic People’s Republic O

AR BEAIZAERAER (Search) FERMAZMRANBIR, BWLULERPE (China) #IENA.

3. =EIEHF (Select).

E52. “EREHEMRE" (Advanced Query Builder)

Standard Advanced

Range:

Last 8 Hours _'J
S

Host Host

includes j IP Address/List :] * includes :I Host Groups :] +

Host Groups

10.20.30.40
oh Select China
User. +
User +
Devices: +
Devices: +
Port/Protocol +
Port/Protocol +
Process Name +
Process Name +
File Hash: +
File Hash +
TrustSec ID: +
TrustSec ID. +
TrustSec Name: *
TrustSec Name: +
Orientation
aithar -

4, FIESHKIOHKE.
5. SHHEEE (Review Query).

6. WIFBHEIARE, AR/ERTEIT (Run).
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Cisco dCloud

7. TEREBTALER (Flow Query Results) ERF, ¥ ERFAAEMIEEL IP it FHhE, ERIBMENZERIN
MRESIR,

B 53 “REETELER” (Flow Query Results)

= Flows (64

ow Query Job Status
Job Name Job Owner Start Date/Time Progress Status Delete
Flow Table Query analyst 9/19/16 11:59 AM v Completed x

= Current Filters

BB Flow Query Results

No Filters Selected =B
Clear All
Duration Search Subject PortProtocol Traffic Summary PortProtocol Peer
s e Start 09/19 - 05:42:12 AM 80B0/TCP 1.17KB| 20 packets ~ 34381/TCP
Y FierResulis By End; 09/19 - 05:44:52 AM 8 [
Duration: 2m 40s 10203040 ©Q 22
o RECA Undefined TCP & China
" -
Search Subject i
View Details LR 20 pAckels
Host Groups Start: 09/19- 05:12:11 AM | View URL Data TCcP 1.17KB | 20 packets ~ 34121/TCP
End: 09/19- 05:14:51 AM {b —
Duration: 2m 40s External Lookup » 22268255780
BRFCA918 Undefined TCP B China
-

1.17KB | 20 packets

8. fERETALR (Flow Query Results) EifiH, =H{KIE (10.20.30.40) IP itk ZHAI ERES(...).

9. FELHIMTRRES, SEHESR URL #iE (View URL Data). XAEREREIZRSIFEMBERIZITHRIURE (Proxy) #1
IE R (Peer) 2 B &EZMEXKRIBIER.

10. ¥4 R~ URL ##8 (URL Data) 71, SRHELEEFMAES.

B 54. URL #ii

@ URL Data
BB URL Data k =
Session Source Proxy Traffic Destination URL Host URL UserName
Duration PPort PPort Summary PPort
Start: 222 578 10.20,30.40 966 Bytes 74.125.196.99 wivw. google.com e& https: /fwww.google.com sam@gmail.com
09720~ 35973 8060 - 443 figlancope
01:12:43 -
End:
08120 - 435 Bytes
01:12:44
Duration:
45ms
Start: 10203040 553Byles  199.16.1566 www twitter com € ntip:wwwtwitter.com joe@twitter.com
09/20- 8080 —_ 80
0112:33 -
B 811 Bytes
09720 -
01:12:34
Duration:
16ms
Start: 2 } | 10203040  272Bytes whw twitter com € nitp:wwwiwitter.com joe@twitter. com
09720~ 37507 8080 -
01:12:29 -
Enck 511 Bytes
09720 -
01:12:30
Duration:
8ms
Ctart. ~mn AA AR TA e An e 216 Ouan “nA A are e SN S A ‘ DR OPREES

11. EEREENIEAES, HEEATEE.
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Cisco dCloud

1. “Mary” @i HIEE1E0 2 WA, ?

t 61 7T

\
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Cisco dCloud

s 12 HNEREEMEN

g (U

HWEEDRBES, MYENEME ENTHRTEER, XTERAEZIHE. REEETMEHITINEEHRES, kil
ZHWE, HENETHBHERMBGEMNEREFEHNES. ZEETERERAFRER. TARR. 42RES. EBEXHF.

HRER

i StealthWatch 15 51 X 48 P38 B A B9 BE

TR
1. HIHERE—ISE SMC WebUI Ei#{T. /ML Swing Z P, SXEEFTFF WebUI #E35ITE#R (Dashboard) BIR4&

FSE A AL T RBILE
2. ERHIERNEIBHERES, TEARS5HNIMEMENEXMFENLR: HIEWEE (Data Hoarding) (A PHEEE)
AT (Exfiltration) (BPEMEEHE)

3. & “4EHIEMR" (Dashboard) #1, AR EFERTHPHF, RATREE—MER, EELUNEINER. &HtT
% WebUl TR T BEABEMSE LRV ENFR, URMLENME SN LAPER.

B 55. WebUl R4l

Data Hoarding Exfiltration

4. BHEMSHMEREE (Monitor) > E4H (Hosts).
5 FFRPHBER IP HUFENZHTI. i, FSEFHIER (Dashboard) AT BI/RAVER K FHEX AT .

AR BUREEKTRHRE, UBEBMET.

6. RIRBEAEIIRE L, URRERZBIRMIA.
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g 56.  EHFIFRRGI

=
ST(E&I‘:‘EE"" + LaunchSMC ~ &~ Q | Hep~ | =

[ Hosts (2000)

@ Monitor = A Note: The First Sent and Last Sent information was last updated on 9/8/16 8:57 AM. This could indicate that the service to populate this data is down
Please contact the StealthVWatch support team to restart the service

Currem F”ter.;

Hosts

No Filters Selected Sorted by overall severity @
< Host Address < HostName s A s s = = s =
First o a mn RC C&cC EP
Sent Last
Y Filter Results By: Sank

33016 9mne 21% 1% 3%

102010230
5:59 9:56
Aarms v
PM AM
R 102013210

workstation-021 33016 9mme  18% 1% % 1%
558 9:56
PM AM
10103055 O 373016 9B/6 1%
£:00 9:55
PM AM
https:{/10,11.4.10/lc-anding-page/sme. htmi#fhostlistview o ;l

7. BUABEARAT, FIRREREANNTEMHITHR, ERERGTENENSAMATIRNER. HFBRT &8 ENHER
AP (Ba) 15

8. BREXHFINT, REESTIFREAIE k.

AR ERERANEHRF, B ERETNEBHIREHEZEHEFF (Sorted by overall severity).

9. TTEZAMZMELLTIRAED, ETEERXIEAFENEN.
10. xFiHs, RNFEMETHREEFHEE. BEUTHR, SRERXEEN.
a. TEEUTARTIEER (Filter Results By) Bk, R (Alarms) -
i. AFHIEESA (Select Multiple).
ii. EP#EKEE (Data Hoarding) At (Exfiltration) 1E.

© 2017 BRF/SEMBAR. MIFE. AXEFEATABRAFER. #5307, #£61M
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|

g 57. ®FEZANEM

Select Multiple Attributes

Alarms

I~ Recon [~ Exploitation
(767) [~ Data Hoarding
[~ Concern Index [~ Exfiltration
(706) [~ DDoS Target
™ Target Index ™ Policy Violation
(478) [~ DDoS Source
I~ Command & Control  (79)

I~ Anomaly 23)

iii. =EHERIA (Apply).
11. FEMEAXEERMNEN. FTEEAERBREMEEZGHNEN. XUTERTEETRTA.

12. &&E#H 10.201.3.149,

FER: R 10.201.3.149 KRR EMEEERASMESE M, FLART, ERAA LANEEFRPBAEN P,

& 58. IP HuhtsSEEIERIE

« LaunchSMC ~ &~ \ Enter IP address or range ‘ Q Help~ =

13. 10.201.3.149 E#1#®EF (Host Report) TIHEITF.

14, ENHREREREEHNNE LANRINENER, BDERERE. RETVMERNEMERRT . ENHE. BF
TR HEMRMANRESFHFENES.

15. {BFEEN TR F LRI E il R ER A EHL.

16. HEERA, SEAMNSMER LRSI (Dashboard) > PERE (Network Security) $%#%, LUREIZE] WebUl
EHIERFER .

17. WEHREE IS E Swing B Fim Li#1T. BEIZ|EA Stealthwatch EIEIEHI & (SMC) AH .

18. WBALE, MRS (Status) > #4$IE4R (Dashboards) S EFHTFFRILL BEMESIE R (Cyber Threats
Dashboard), H&EFTHIERPEIEIEESL (Data Loss) £
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59. “MIKEAMTHITER” (Cyber Threat Dashboard) > “#(#EEK” (Data Loss)

T Fier
o DAty Loss| g Malware | g Botnet |

teminabser... |_Start Active Time_~1 Source 2| Source Host Groups % Details ¥
Sep 15, 2016 2:40:00 terminal-server Atlanta, Confidential Observed 88.66M bytes.
AM (10.201.0.23) Servers Un-baselined Host. Policy
(4 hours 5 minutes maximum allows up to 8M bytes.
45s ago)
Internet Application Traffic - Last 36 Hours % [ S

80M

S S\
AN RN

o O o
SN M
N oY

3 T T
e Wed 14 Thu1s

19. EHREIRNEIEESTH (Top Data Loss Hosts) SiiRE S KHBIBE LB (Data Loss Trend by Group) #, %%
YT RIERI AT SR E LRI,

20. AEAEIZEH, HEFERE (Alarm Table). HAEHMAER? EEHRPESHEE—RNEM?
21. ARAHETEER, RAEEERE (Flows) > (B EFR (Associated Flow Table). FIER#RHEN MR A?

22. AgAEHIEMBNBM, 3 BiHIEFEEHIRE (Host Snapshot). ZEHRIR (Identification). ¥ (Alarms), &2
(Security) F1R&E# (Security Events) £ T 7, BAMALATIMER?

23. BRMBEAMEBIERZ SN, RAMBITFNERF, UEZARERNEITFERA.

(o] &
1. RPESEREMN Stealthwatch X E—MEH~E LN ER. W THREEMHEER, Stealthwatch AIRES S R EH At

HoER?
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W= 13 SIEHERERR

W=tk

£/ WebUl #2HIHER, ERTLUFEER, flan “KiEWE” (Data Hoarding) (ATRES BRI R PEUR) 1 “HEitt
#” (Data Exfiltration) (AAFEEHM EE— MBS RIFLAELRIE) . XAEERESMIER:

c WITRHERRTL

°  DIBRAMHEERIVAENAR

- BEIRERHRT

c EAHIUERMAR, IARHAREIE

—BEEBENRNIENGE, BRUESEERIEITEER.

R B

HtA RS, BHERRESRTRIINES, BUHITEER.

R

N

1. HIHRAE SMC WebUl Ei#1T. /ML Swing B, XETTHEHIERAMER SEE AT R E.
2. HBTEAIZENEEN 10.201.3.149 MAFTEEN, EIZIISHITIERALE.
3. RS, EEFERPSRERFEFHA 10.201.3.149 Hbtik,

& 60. |IP it ERIE

« LaunchSMC ~ & Enter IP address or range Q Help~» =

4. HEENFIROTNBUTIS, STFAEEENL P k.
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g 61. EHFIRTA

L Hosts : 10.201.3.149 (1)

No Fiters Selected Sorted by overall seventy @
S Host < Host : Slest S < s < < 5 < SoH 5
Address Mame Fist Sort a W RC CAC B DS OF £

5. b, EMNBIEZNREPREOBERE. AEFEENE, 258
hETINERTIRE, FRIZAET, ERREBTENN L INERBIER

B 62. 10.201.3.149 BIEHIRE

@ Host Report for 10.201.3.149

Concem Index Target Index Recon C&C

DDoS Target Data Hoarding Exfiltration Policy Violation

United States @

D 10.201.3.149 ()

View Flows View Peers Ciassify History

©Domain Controll

OMulticast China ©
Status: ODatacenter  10.201.3.149
Active ©DHCP Semers Google @
Hostname: OEnd User Devices Netherlands@
workstation-149 ©Sales and Marketing  Russian Federation®
Host Group ODatabase Servers United Kingdom®@
s: Sales and Marketing End User OMail Servers France®
Dewces Atlanta
) @Others (Inside) Salesforce.com®
Location:
RFC 1918 Others (Outside)@
Last Seen:

N251R ANR AM

© 2017 BRFVFEMBAR. WA, KXEFEAZTABRLTFER.

Exploitation

Traffic by Peer Host Group (last 12 hours) /*

EAFEENENAXOER. LINGESEHER

DDoS Source

32 39 31 3g 32 38
- = = = 25
EEguEEg

" -
S sS 858 = B

I Packet Flood
M High Total Traffic
New Flows Initiated
High File Sharing Index
M High Traffic
M High Concern Index
Suspect Data Hoarding
M Suspect Data Loss
M Data Exfiltration Recon

#57TH, 36l
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AR NAUEERERBHEEEINREER. —BEFE—MEHERENEEENER, HMOERATERTERED. WRER
RERMEZARBEARAENEN, BUUERSIUGEAERRIEERS, BEZIENRS.

B 63. IP HuhtESEEIERIE

6. EHEE (Host Summary) ERBEENZR, LB, BERENEIRIRTE . ARG AKR EHE.

B 64 EHIHEER

Host Summary

r

bt 10.201.3.149 (%)

View Flows ViewPeers Classify History
Status:
Active %
Hostname:
workstation-149
Host Group
s Sales and Marketing End User
Devices Atlanta
Location:
RFC 1918
Last Seen:
10/25/16 8:06 AM
Policies:
Inside Threat Story Inside
MAC Addres
s: f0:4d:a2:ad:39:49 (Defl inc.)

7. BANTEEEIEANZETHA S LBFE (Traffic by Peer Host Group) HiR. XSERIETHERME X ZENEE. &
HEOS, FIOTLURIE&EZEABSMSENHITRZEEEBHENANFES.
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& 65. IEIMFEHETLERRE

Traffic by Peer Host Group (last 12 hours

L} United States @
©Domain Controlls
OMulticast China ©
©Datacenter  10.201.3.149
QDHCP Servers Google®
OEnd User Devices Netherlands@
©Sales and Marketing  Russian Federation®
ODatabase Servers United Kingdom®@
©Mail Servers France®
©@O0thers (Inside) Salesforce.com®

Others {Outside)®
8. mELFIHE “XFEEHE" (Peer Host Group), RL4E<ERAEEEIN (Flow Query) 5, HFEATUEER T X 12 )6
FENFEANFREFITHERARE. ERMNEMEHIZETREBTERTHE. BREMNESRENELSSHET.
9. IRPBIGAER (Alarms by Type) BEriFE—RLEWSENHEXHER.
B 66. IRFERSRER

Alarms by Type (last 7 days) e

Alarms by Type

60

40i37 s 38
igfiln.
20. .
EmEEpg
INRRNE
0

03/15 03/16 03/17 03/18 03/19 03/20 03/21

Event Count

Worm Propagation
I suspect Data Hoarding

Suspect Data Loss

Slow Connection Flood Il Data Exfiltration
I Data Hoarding

Fake Application Detected

10. ERFAMLIE (Users and Sessions) ERF, @id&ERL ISE 5 Active Directory FRZ2#tHIER, BAILER)X
ZRmMANAPERNNE.
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|

gl 67. ARPMSIE

Users & Sessions o«

MAC Address: MAC Vendor: Device Type:

5¢:26:0a:11:12:77  Dell Inc Unknown
User Start End
lucy 3/21/16 11:34 AM 3/21/16 12:04 PM
lucy 3/21/16 10:51 AM 3/21/16 11:34 AM
lucy 3/21/16 10:09 AM 3/21/16 10:39 AM
lucy 3/21/16 9:26 AM 3/21/16 10:09 AM
lucy 3/21/16 8:46 AM 3/21/16 9:13 AM
lucy 3/21/16 8:01 AM 3/21/16 8:31 AM
lucy 3/21/16 7:23 AM 3/21/16 8:01 AM

11. RRAFE (Application Traffic) MR ER:
a. RHEEBRIEMAD (nternal) THNHKARE. RERERENSE, LXHABIRAINKASE.

# 68. MNIMHARE

Application Traffic

Ratio Received 7-day Trend 24-hour Trend

. | =

Application Total

Undefined...  41.55GB

saL 35.78GB

LA N b
mE

NFS 26.92GB

remote de... 10.69GB

—— ' Y
B O = ESMEB (External), DRBHEN~ENREMENHESRERE, URBASRANNEA~%E

F
o
=t

=]
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5] 69. SMNERNARE

Application Traffic Internal External n
Application Total % Sent Ratio Received 7-day Trend 24-hour Trend
P2P file 12.64GB 87.00

HTTPS

HTTPS (u...  665.91MB 4.00

corporate ... 222.85MB 1.00

12.

13.

14.

15.

16.

17.

--_ _4
"-— Sl
o S
=i .

c. MRARE (Application Traffic) EI#REE 7 KM 24 JEFRIES . ERAIUBRFEFEERSTIRRERNLE, BF
PFIMER. WS, REHERMH 7 XS 24 NEHEBEEE, AT FERERANINRERITREEA.

1018.92MB  7.00

ABXRENABBIEEBMAENEREIMNE. LIEEVNFANEMEARE, UARSNANLBENKE.

IREREHIHE (Host Summary) BHR, SEEERE (View Flows) REELELE, HRERZEEXxINSIEEHNE
fiE)gi. BINERT, TR 5 AN EER.

EMmRERELES), BLFEEER (Range) FERBPEGRBTETEEE K. BZEEEK N 8 /BT,
a. =EEFEM (Review Query), KIEIFEE.

b. REHEIT (Run), ITEIM.
REEMER (Flow Query Results) AR B RNZENNERTFISINTSSHFERE. EEMURENHNLBMLE.

LitERfE, SEEMEREXMR (Search Subject) FIEFEFAZAIEM IP toht, REIZEIEHIRE (Host Report).
BIIER Web Ul, ERIAKERBLERER, #EHERHE AT ERINAE S5,

WRLE F P& R B AR ENH?
BMBOBEENRMABERRBENEHS R ZHIHIE?
BXENSMAEMBENE~ERZHRE?
X EHEMPLIMNBENEE T & ZHHIE?
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iR A, HiERE

EAIET URL hEFS KRS TREXNEMERER:

http://www.cisco.com/go/stealthwatch

e
CISCO.
EMZE T A i X 5B B A8
Cisco Systems, Inc. Cisco Systems (USA) Pte.Ltd. Cisco Systems International BV
SN AT Fronig for == [ 4 E RE T

BRHELIKEE 200 £ B, ik, BIFSIAEESIBIZITER R www.cisco.com/go/offices H.

RS RHBARE RN/ E B 2 R E A AR E Rt K OB ARauE MR . A XBMEAREISIR, ETELE URL: www.ciscocom/go/trademarks o 43C
ﬁ&ﬁ’\]%i?ﬁﬁﬂ_ﬁi’ﬂﬂ}%ﬁ%ﬁﬁﬁﬁ% A “AENE —AHFRERERIMEMEMASEFEESEE. (1110R)
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